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Blockchain as a Disruptor
of Securities Regulation

By Syren Johnstone, Executive Director of the LLM (Compliance & Regulation) Programme, The University of Hong Kong

here is now widespread,
normative acceptance of
applying securities laws to
certain types of cryptoassets -
the “standard narrative”. While blockchain
is often described as a disruptor and
disintermediator of commercial activity,
it is less common to ponder to what
extent securities regulation, and how it
is understood and expected to operate,
might be disrupted by blockchain and the
cryptoasset tokens (hereafter, “tokens”)
built on it. Analysis of the fact patterns
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of tokens indicates characteristics that
may be inconsistent with the premises of,
and assumptions underpinning, securities
laws.

Regulatory Incrementalism

The policy approach to regulating
tokens by applying existing financial
regulations is an example of regulatory
incrementalism. When faced with a new
policy issue, the approach of policymakers
is often informed, and constrained, by
both tacit and explicit knowledge about

the nature and scope of the problem. This
can facilitate initial responses by finding
an analogy based on existing practices.
Regulatory incrementalism is not, per
se, a bad thing. It builds on experience,
allows for a gradualistic evolution of
standards that minimizes disruption,
and tends to preserve the status quo.
The application of financial regulation
to tokens helped tame the Wild West
environment that emerged circa 2017.

Piggybacking on existing legal and



regulatory concepts is convenient but
could hamper the prospects for creating
more appropriate regulatory responses.
The narrative that emerges from a
ready-made solution tends to steer the
shape of industry development toward
familiar legal structures that carry lower
regulatory risks than novel arrangements.
This services the shorter-term needs of
financial capital but results in a retooling
of blockchain’s possibilities that constricts
the ability of a polymorphic, functioning
token ecosystem to emerge.

Too little thought has gone into
interrogating the continuing
appropriateness of an incrementalist
policy approach, which is more
preoccupied with risk reduction via a fit-to-
existing-regulation taxonomy than with
the facilitation of ecosystem development.
However, if the assumptions on which the
standard narrative is based are no longer
apt, then any argument for its continued
application is materially weakened.

Changed Fact Patterns

In my March 2018 article in this journal,
“I1CO utility tokens and the relevance
of securities law”, | wrote that calling a
security a utility token does not change
its nature. The reverse is also true:
calling a token a security does not
change the nature of the token. This
section reviews four areas where the
fact patterns associated with tokens
are at variance with the premises and
assumptions of securities laws. Possibly
the most profound difficulties exist when
considering the application of securities
regulations themselves.

Accountability

Two assumptions of securities regulation
are that actors are by nature centralised
and can be geo-located for enforcement
purposes. This simply is not the case
with tokens. Decentralized networks
make identifying an actor difficult and
less meaningful. Regulation premised
on accountability-based enforcement
mechanisms performs poorly in the
context of pseudonymity. Zero-knowledge
proof systems present considerably
higher hurdles.

Institutional arrangements

Wholly unlike securities issued
by corporations, the institutional
arrangement in a blockchain is expressed
in code, which can assign a range of roles
across network participants and token
holders. Traditional corporate divisions
between owner, manager and customer
may be collapsed. It is still possible
to apply concepts such as “common
enterprise” (under functional definitions
of security such as the collective
investment scheme or the Howey test).
However, where a reconfiguration of roles
is intended to create a new or different
institutional arrangement, it is far from
clear that it continues to align with the
overarching purposes of securities laws.
General commercial laws, such as those
which cover unfair or deceptive practices,
may provide adequate consumer
protection.

The different institutional basis has
consequences. With traditional securities,
rights attached to securities and
transactions in securities are inviolable
except under operation of law, such
as via informed consent or court order.
The rights and functions of tokens are
beholden to the underlying computer
code. Any rewriting or unexpected
properties of the code that affects what a
token does is de facto, whether as a result
of software updates, coding errors or
bugs, a governance mechanism, double
spending, a hard fork, or a malicious
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attack. Moreover, tokens are subject to
history being rewritten by rolling back the
code and restarting the validation of new
transaction data from an earlier block,
as happened in the 2016 hard fork that
created what is now Ethereum (Ethereum
Classicis the original unforked version of
Ethereum).

Product siloing

Once an instrument has been classified
as a security it remains as such, though
they may change according to its terms,
such as upon the exercise of a warrant
or the extinction of a bond upon it being
paid out. The United Stated SEC (per
the Director of Corporation Finance,
William Hinman and its Strategic Hub for
Innovation and Financial Technology) is of
the view that a token could at one time be
a security and at another time not, though
the legal basis for that position is unclear.

Moreover, bond and equity markets
interact via hybrid instruments such as
convertibles or derivative instruments,
which has no effect on how the underlying
instrument is treated. However,
as interoperability across different
blockchains emerge, the regulation of a
blockchain in one jurisdiction may ripple
through to another blockchain regulated
in another jurisdiction, which could give
rise to the same token being treated as a
security in one jurisdiction and differently
in another jurisdiction.

www.hk-lawyer.org 41



HONG KONG LAWYER &2&2ED « April 2022

Market regulation

Securities laws assume that public
markets must occur on a centralized
platform observable by all. Centralised
cryptoexchanges are unproblematic
insofar as they present a similar
architecture to traditional exchanges.
In contrast, decentralised exchanges
("DEX") operate across a network
involving separate transaction channels
between trading counterparties. Though
undertaking all the functions of a public
market, DEX are not considered to
be exchanges for the purposes of the
standard narrative.

Unlike a corporate-issued security, tokens
may be traded on a cryptoexchange
without the involvement or consent of
network developers, participants or token
holders. Moreover, tokens of the same
class may be traded on many markets
simultaneously. In this context, the de-
risking effect of imposing regulation
on participants in one market is more
complex to assess. Regulation in one
market may simply press liquidity,
and the platforms that provide it, into
another market - platforms can move to
a differently regulated market that aligns
with their business model. Perceived risk
issues are thus pushed to be someone
else’s problem, while local consumers
may remain exposed given the ease of
cross-border activity within a secure and
pseudonymous environment. This is a
result of uneven regulation, so it remains
a problem for so long as a global model
of blockchain regulation is not in place.

The application of securities laws to
cryptoexchanges and the activities
undertaken on them in any case stumble
where there is no law that covers market
abuse practices. For example, market
manipulation and insider dealing as
conceived under Hong Kong’s Securities
and Futures Ordinance simply don’t apply
to tokens irrespective of whether they
are treated as a security. Consequently,
actual risk may be increased to the extent
touted regulatory protection - thought to
be offered as a result of classifying a token
a security - is absent.
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Securities Regulation

Fit-for purpose?

A key premise of applying securities
regulation to tokens and the offering of
tokens is, presumably, that once a token
has been classified as a security, the
laws and regulations that apply to it are
fit for purpose. The simplest extension of
this would be that intermediaries in the
traditional securities market would be
able to interact with a token-cum-security
in the same manner as any other security.
However, this is not the case because the
details of applicable conduct regulations,
designed around securities as traditionally
understood, do not provide a route to
compliance. Alternatively, consider a DAO
(decentralised autonomous organisation)
falling into legislation dealing with
collective investment schemes or, in the
United States, the Investment Company
Act of 1940. The DAO will likely be unable
to comply with regulatory requirements
applying to public offerings that were
conceived with a different species
of product in mind. These examples
illustrate that once a token is classified
as a security it is pushed into an arena
that is not equipped to accommodate it.

A common conflation

Where an offering of tokens is brought
under securities laws on the basis of being
an investment arrangement because of
the way it is packaged and presented,
the distinction between the tokens and
the surrounding circumstances must not
subsequently be conflated — Howey's
citrus groves were not securities, only
the package of contractual arrangements
related to them were. Tokens are
transferable and can generally be sold
in the secondary market free of such
contractual representations. Consider a
token that has been classified as a security
on the basis it is part of an investment
arrangement - if it is resold without
any continuing surrounding investment
arrangement, it becomes unclear how
securities laws would continue to apply.
Thereis no broad “once a security, always
a security” principle here.

Characteristics of securities

A troubling issue that goes to the origins
of and the continued application of the
standard narrative concerns the notion
that the characteristics of a security are
well established. This is not the place to
review over half a century of securities



law in the United States, Hong Kong and
elsewhere, but it can be noted that there
is considerable unresolved academic
debate around what constitutes the
essential characteristics of a security, that
the characteristics of securities over time
are not static, and that novel commercial
arrangements have presented treatment
difficulties in the past.

Rights of pre-emption were not
recognized until the early 19th century;
stock was often subject to a one-
shareholder-one-vote principle until
the late 19th century; in the 1970s, the
characteristic said to be associated with
stock was that it confers voting rights
in proportion to the number of shares
owned; weighted voting rights came
later, as did no-vote shares. Notably,
such changes were driven by broader
social considerations, not the statutory
language. While functional tests of
securities are largely agnostic of such
social issues, if the characteristics of
securities can change over time, taking on
different values as social and commercial
considerations change, how should a
functional test respond to wholly novel
institutional innovations such as those
presented by blockchain?

It is sometimes forgotten that the
overarching purpose of securities laws
is not to identify securities or investment
contracts - that would be the tail
wagging the dog. There is a risk that
bisecting tokens into “securities” or “not
securities” based on established norms
may be a somewhat blunt tool that fails
to properly accommodate the exploration
of new institutional arrangements.

Directionality

Finally, we reach a concept that is on the
one hand problematic for the standard
narrative but also provides a pointer
for possible development. Namely,
the assumption that regulations are
applied to securities, not the other way
around. Whereas securities, once issued,
are essentially passive and depend on
subsequent human acts, blockchain
allows regulatory requirements to be built
into a blockchain that would allow tokens
to be self-governing.

Consequences

Considerations such as those reviewed
above test the limits of the idea that the
standard narrative is the most appropriate
means of regulating blockchain and
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that an incrementalist approach is a
sustainable policy response. Securities
laws, while designed to be flexible, are
not equipped to regulate properties of
tokens that are unique to blockchain
technology. This includes the particular
property of blockchain to encode anything
of value as a tradeable information object
- information and value thus becoming
interchangeable - and the governance
aspects of such remarkable consensus-
based metamorphoses.

Shortcomings of the standard narrative
do not mean that the application of
disclosure and enforcement-based
securities laws to tokens have been
wholly without purpose. However, it does
require us to seek a better approach. A
more fundamental discussion for reform
needs to be placed on policymakers’
discussion agenda to begin to anticipate
what a more fit-for-purpose regulatory
framework might look like. m

This article is based on Rethinking the
Regulation of Cryptoassets by Syren
Johnstone (Edward Elgar Publishing),
which makes five key proposals for
regulatory reform.
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